MpunoxeHne N 2

NMHOOPMALMOHHAA NMAMATKA
And ObYYAIKOLWKUXCA And PASMELLEHUA
HA O®UUUNAJIbHbIX UHTEPHET-PECYPCAX

C KaxkagbIM rogqom MOSOAEXN B UHTEPHETE CTAaHOBUTLCA 60nblue, a LWKOMNbHUKMA OOHN U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT 1 nNpobnembl. ATa NnamsaTKa AOMKHA NOMOYbL Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomnbloTepHble BUPYChI

KoMnbOTEpPHbI BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MporpamMm,
OTNUYNTENBHON OCOBEHHOCTBLIO KOTOPOW ABMSAIETCS CNOCOBHOCTL K pa3MHOXEHUIO. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOIYT NOBPEAUTb UITM MOSHOCTLIO YHUYTOXUTb BCE
dannbl U gaHHble, NOAKOHTPOSIbHbIE NOMBb30BATESD, OT MMEHM KOTOPOro bbina
3anylieHa 3apaxeHHasi nporpammMa, a Takke noBpeauTb Unn gaxe YHUYTOXUTb
ornepaumoHHy0 CUCTEMY CO BCeMU dharnamm B Lenom. B 6onblInHCTBE crnyyaes
pacrnpoCTPaHAKTCA BUPYCbl Yepe3 MHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. Ncnonb3yn coBpeMEHHbIE OnepaLmOHHbIE CUCTEMbBI, UMEKLLME CEPbE3HbIN YPOBEHDb
3aWMTbl OT BP€AOHOCHbIX MporpamMm;

2. [oCTOSAAHHO yCcTaHaBnNuBam nayTu (LMdpoBsble 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBAOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrne o6HOBNEHUS CBOEN
onepaumoHHon cnuctemMbl. CkaunBam UxX TONbKO C ouLmMansHOro camTta paspaboTymnka
OC. Ecnu cyliecTtByeT pexum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTanm Ha cBOEM KOMMbLIOTEPE NMOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUMHCTBY BPEAOHOCHbLIX MpOorpaMmm
WMHCTannMpoBaTbCs Ha TBOEM NEPCOHaNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMUPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTM4eCKMM obOHoBNeHnem 6as;

5. OrpaHunyb m3nyecknii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NnL;

6. cnonb3yn BHELWHNe HOCUTENU MHOpMaLMK, Takne Kak dorneLuka, ANCK unm amnn ma
WHTEPHETAa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKpbiBan KOMNbLIOTEPHbIE (halnnbl, NONyYeHHbIe N3 HEHaOEXHbIX MICTOYHUKOB.
[axe Te cannbl, KOTOpble NpuUcnan TBON 3HaKOMbIW. Jlydlle yTOYHW Y Hero, oTnpaBnan
1 OH Tebe unx.

Cetun WI-FI

Wi-Fi - aT0O He BMA Nepefayn gaHHbIX, HE TEXHOMOMS, a BCero nuwb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackaa komnaHms 3apernctpuposana 6perHg "WECA", uto
obo3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesnaTtypa, KoTopas ABNAETCA TakoM e
TexHornoruen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO AaHO C HAMEKOM Ha



cTaHdapT BbicLen 3BykoBon TexHukn Hi-Fi, 4yTo B nepeBoae o3Ha4vaeT "BbiCOKad
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTENsX 1 aspornopTax ABMsSeTCA OTSIMYHON
BO3MOXHOCTbIO BbIX0[a B MHTEPHET. HO MHOrMe akcnepTbl CYMTAalOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepnasai cBoto nu4yHyto nHdopmaumo Yepes obuwenoctynHole Wi-Fi ceTtw.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Nicnonb3yn n o6HOBNAM aHTUBUPYCHbIE NporpamMmMbl U 6paHamayep. Tem caMbiM Thbl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpwu ncnonb3oBanun Wi-Fi oTkntoum pyHkumio "O6wmmr goctyn Kk doannam u
npuHTepamM". [laHHas pyHKUUA 3aKpbiTa N0 YMOMYaHUIO, O4HAKO HEKOTOpbIe
nonib3oBaTeNn akTMBUPYIOT ee And ygobcTea ncnonb3oBaHusa B paboTe nnm yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepegaym nnyHbIX gaHHbIX, HAanpumMep ans
BbIX04a B coumnarnbHble CETU UIK B ANIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3awueHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MmobunbHoMm TenedoHe oTknoun yHkumio "lMogkntoyenue k Wi-Fi
aBToMaTu4deckun". He gonyckan aBToMaTn4eCcKoro nogksitoyeHnst yCTpoMcTBa K ceTam
Wi-Fi 6e3 TBOero cornacug.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HaLy XW3Hb, MHOTME oy paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxe 3apernctpMpoBaH Munnunapg YenoBek, 4YTo
ABMSIETCA OQHOW CeabMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenu He
MOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B COLMaribHbIX CETAX, MOXET ObITb
HangeHa 1 ncrnonb3oBaHa KeM YyrogHo, B TOM Yucre He obs3atensHo ¢ bnarumum
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpy3en. Y 1ebs B Apy3bsax HEe JOMKHO ObiTb CryvarHbIX 1
HEe3HaKoMbIX Noaen;

2. 3awumuian cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOErO POXAEHWS U APYIYIO NIMYHYO MHPOPMaLMIO. 3MOYMbILLINIEHHUKN MOTYT
MCNonb30oBaTh AaXke UHPOPMaLUIO O TOM, Kak Tbl U TBOM poaUTENN NNaHupyeTe
NPOBECTU KaHUKYIbI;

3. 3awmLian cBow penyTaumio - AEPXKM €e B YNCTOTE 1 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOOLI Apyr1e Nonb3oBaTeny BUAENW, YTO Thl 3arpyxaewwb? MNogyman, npexae
4yeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nThb;

4. Ecnu Tbl rOBOPULLb C NOABMU, KOTOPbIX HE 3HaELLb, HE UCMONb3YI CBOe pearibHoe
MUMSI U OPYrYHO NTIMYHYI0 MHGOPMALIMK: UMsi, MECTO XXMTENbCTBA, MECTO Yy4elbbl 1 NPoYeE;

5. N3beran pasmelleHus otorpacdun B IHTepHeTe, rae Tbl n306pakeH Ha MECTHOCTH,
No KOTOPOW MOXHO ONpeaeniuTb TBOE MECTOMOSIOXKEHME;



6. Mpwn pernctpaumm B coumanbHOM ceTu HeOOX0aMMO UCMNONb30BaTh CIOXHbLIE NAPONy,
cocTosime m3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. nsa coumanbHON ceTn, NOYThbl U APYrMX CauTOB HEOBXOAMMO MCMNONb30BaTh pasHble
naponu. Torga ecnun Tebs B3NOMatoT, TO 3M10YMbILUSIEHHUKX NOSTyYaT JOCTYN TOMBKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHBIN - 3TO OYEHb YA0OHLIN CNocob NnaTexen, 0gHaKko CyLLECTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

OneKTPOHHbIE AEHbMN NOSIBUIINCH COBCEM HEAABHO Y MUMEHHO U3-3a 3TOr0 BO MHOIMX
rocyaapcTBax 4O CMX MOp He NPONUcaHo Npo HUX B 3aKOHaXx.

B Poccum e oHM YHKLUNMOHMPYIOT N O HUX Y>Ke NPONUCaHOo B 3aKOHe, rae ux
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHUMHBbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoANTb onepaunn 6e3
noeHTurKaummn nonb3oBaTesnis, a B HeaHOHMMHbIX MAEHTUUKaLKUSA Nosib3oBaTens
aBnsaeTca oba3aTtensHon.

Takke cnegyeT pasnuyaTb 3NEKTPOHHbIE hraTHbIE AeHbIM (PaBHbI FOCY4APCTBEHHbIM
BasntoTam) 1 aNeKTPOHHbIe HedmnaTHbIe AeHbIM (HE paBHbI FOCY4AaPCTBEHHBIM
BantTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. MpumBsKM K cHETY MOBUIBbHBIN TenedoH. 3To cambii yaoOHbIN K BbICTPbIN cnocob
BOCCTaAHOBUTb JOCTYN K cyeTy. [puBA3aHHbIN TenedoH NOMOXeT, ecniv 3abyaellb CBOWM
nraTeXHbl Naposb UK 3anfellb Ha canT C HE3HAKOMOro YCTPOUCTBA;

2. icnonb3yn ogHopasoBsble naponin. MNocne nepexoaa Ha yCUIEHHYHO aBTOPU3aLUIO
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb Kpaxu Unn nepexasaTa niaTexHoro napons;

3. Bbibepwn crnoxHbin naponb. [NpectynHukam 6yaeTt He NpOCTOo yragaTh COXHbIN
naponb. HagexxHble naponu - 3To Naponun, KoTopble coaepXaT He MeHee 8 3HaKOB U
BKItOYaoT B cebs1 CTPOYHbIE N NPONUCHbIE BYKBbI, LMPbI N HECKONBbKO CUMBOJIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBEpPSELLb.
OneKTpoHHas noyrta

ONEeKTPOHHAas NoyTa - 3TO TEXHOSOIMS U NpeaocTaBnsgemMble el YCryri no nepecoisike un
NOMNYYEHMIO ANEKTPOHHbBIX COOBLLEHNI, KOTOPbIE pacnpenensaoTcs B KOMNbIOTEPHOWN
ceTn. OBbIYHO ANEKTPOHHbIN NOYTOBbIV SALLMK BbIFISAAUT Crieayrowmm obpasom:
UMS_Nonb3oBaTena@umsa_aomMeHa. Takke KpoMme nepefaymn npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepeaasaTtb oansibl.

OcHoBHble coBeTbl NO Be3onacHon paboTe C INEeKTPOHHOM NOYTOMN:

1. Hapo BbIbpaTb NpaBuibHbIA MOYTOBLIN cepBUC. B MHTEpHETE eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSATb TEM, KOro 3Haellb U KTO
nepBbIN B PEUTUHTE;

2. He ykasbiBay B NMMYHOM NoYTE NUYHYI0 MHGopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbI_(paHat@" unu "pok2013" BmecTo "Tema13";



3. Vicnonb3yn AByxaTanHyo aBTopM3aunto. 3To Korga NnoMMMO Napons HY>XHO BBOAUTb
Kog, npucbinaembii no SMS;

4. Bblbepun cnoxHbi naponb. [Ans Kaxkaoro noYToBOro silMka 4omkeH ObiTb CBOW
HaOeXHbIN, YCTONYMBLIN K B3ITOMY Maporb;

5. Ecnun ecTb BO3MOXXHOCTb HanucaTb camMomy CBOW NNYHbIN BOMpOC, I/ICI'IOJ'Ib3yI7I Ty
BO3MOXXHOCTb;

6. Micnonb3yn HECKONBLKO NOYTOBbLIX ALWMKOB. epBbi AN YaCcTHOM Nepenncku ¢
agpecartamu, KOTOpbIM Thbl oBepseLlb. OTO ANEKTPOHHbIN agpec He Hago
Ncnosib3oBaTh MNpu perucTpaunmn Ha popymax u cantax;

7. He oTKkpbiBan chansibl U gpyrne BroXeHUA B NUCbMax, AaXKe eCrlv OHU NPULLIn OT
TBOUX ApYy3en. Jlyylle yToYHN y HUX, OTNPaBnsany nn oHn tebe atu dannsi;

8. Nocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepes 3akpbiTUEM BKMaOKM C
canTom He 3abyab HaxaTtb Ha "Bbitn".

KnbepbynnuHr nnm supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLleHnaAMU, cogepKammMmm ockoponenuns,
arpeccuto, 3anyrmBaHue; XynMraHcTeo; colmanbHoe 6GONKOTUPOBaAHNE C NOMOLLbIO
pa3nUYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocaricsa B 6on. Jlyywini cnocob: nocoBeToBaTbCA Kak cebsi BECTU N, eCNN HET
TOro, K KOMy MOXHO 06paTuTbCs, TO BHa4ane ycnokonTbcs. Ecnm Tbl Ha4YHELb
oTBeYaTb OCKOPOMNEHNAMM Ha OCKOPONEHNS, TO TOMbLKO eLle Bonblue pa3oxkeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceT MHMMas. CyLLEeCTBYIOT CNOCO0Obl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BEeCTU XynuraHckui obpas BupTyanbHOm usHu. IHTepHeT mkcupyeT Bce
TBOM AENCTBMUS U COXpaHSET nx. Yaanutb nx 0yaet kpanHe 3aTpyaHUTENBbHO;

5. Cobniogan cBOK BUPTyaribHYIO YeCTb CMOSIOAY;

6. rHopupyn eanHnyHbin Heratme. OQHOpPa30Bbie OCKOPOUTENBHbLIE COOBLLEHMS
nydwe nrHopuposaTb. OBbIMHO arpeccusi NpekpaLwlaeTcsa Ha HavYanbHOW cTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHNI C
onpenereHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBOW AeNCTBUS: BbICTYNUTb NPOTUB
npecrnenosaTens, NnokasaTb emy, YTO ero AeiCTBUSA OLIEHNBAOTCA HEraTUBHO,
noaaepXaTb XXepTBY, KOTOPOW HYXKHa NCUXONormyeckas Nomollb, COOBLLUTL B3POCHbIM
0 (hakTe arpeccMBHOro NOBEAEHNs B CETU.

Mo6unbHbIM TeNedoH



CoBpeMeHHble cMapTdOHbI 1 NNaHLWETbI cogepXaT B cebe BNonHe B3pOChbIi
dYHKUMOHAr, 1 TeENepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3aWmnTbl 418 NOAO0OHbIX YCTPOUCTB NOKa O4eHb Mano. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HUX NPOUCXOAUT HE TaK MHTEHCUBHO, kak an4 MK, To xxe camoe
KacaeTcsa 1 MOOUNbHbLIX NPUITOXEHWNNA.

CoBpeMeHHble MobunbHble Gpay3epbl ke NPakTUYECKN JOrHaNM HacTorbHbIe
aHanoru, ogHako paclumpeHne yHKLmoHana BreyveT 3a coboi 6onbLUyto CIOXHOCTb U
MEHbLLYI 3aLLUMLLEHHOCTb.

[laneko He Bce NPON3BOAUTENN BbiNyckaloT OBHOBMNEHUS, 3aKpblBalOLWNE KPUTUYECKUE
ySI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huyero He siBnsieTcs no-HacTosieMy 6ecnnatHbiM. Byab ocTopoxeH, Beab koraa tTebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKMEe-TO MiaTHble
ycnyru;

Hdyman, npexage 4em otnpaButb SMS, ¢oTo nnun Bnaeo. Tbl TOYHO 3HaELUb, [AEe OHU
OyayT B KOHEYHOM uUTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTOHa;
Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 4511 MOBUITbHBIX TEeNedOHOB;

He 3arpyaii NpunoXxeHns oT HEM3BECTHOIO UCTOYHMKA, Be[b OHWM MOTYT coaepXaTb
BPeAOoHOCHOE NporpaMmMHoe obecrneyeHue;

Mocne Toro Kak Tbl BbINAELLD C CanTa, rae BBOAWUI NUYHYIO MHOpMaLMIo, 3anaun B
HacTpownku bpaysepa n yganu cookies;

Mepvoamnyeckn NpoBepsin, Kakue NnaTHble YCryrn akTMBUPOBaHbl Ha TBOEM HOMEPE;

[aBan cBor Homep MOBUIbLHOro TenedoHa TONbKO NIASAM, KOTOPbIX Thl 3HAELLb N KOMY
AoBepseLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Thl UM He Nonb3yelwbes. He 3abbiBan nHorga
NpoBepPATL 3TO.

Online urpsbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO KPaCcoYHble, 3axBaTbIBaOLLME Pa3BEYeHNs,
06beanHSIIoLLIME COTHM ThICAY YENOBEK N0 BCeMY MUpY. MIrpokn nccnenytoT AaHHbIN UM
MUp, obLLatoTCs APYr C APYrOM, BbINOSHSAOT 3a4aHus, CpaXkatoTCsl C MOHCTpamu u
nony4yatoT onbIT. 32 YOOBOMbCTBUE OHW MAATAT: NOKYNakT AMCK, ONnavnBatoT
aboHeMeHT unu npuobpeTatoT Kakmne-To onumn.

Bce aTv cpeacTtBa nayT Ha nogaepKaHue 1 pasBuTre Urpbl, a Takke Ha camy
6e30nNacHOCTb: COBEPLLEHCTBYIOTCH CUCTEMbI aBTOPU3aLIMK, BbIMYCKAOTCS HOBbIE NaTyu
(umcbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBaOTCS YSI3BUMOCTM CEepBEpPOB.

B nogo0GHbIX nrpax CTOMT ornacaTbCs HE CTONbKO CBOMX COMEPHUKOB, CKOJTbKO KPaXku
TBOEr0 Naporisi, Ha KOTOPOM OCHOBaHa cucTema aBTopu3auun 6onbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOErO MrpoBOro akkayHTta:



1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaet tebe HenpuaTHOCTK, 3abnoknpyn
€ro B CNu1cKe UrpoKoB;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha NMoxXoe NnoBeeHne 3Toro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaumio B npodanne urpsbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnvBaun HeodumumnarnbHble naTin n Moapl;

6. cnonb3yn CnoxHble U pasHble Naponu;

7. daxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. [Noka Thbl UrpaeLlb, TBOK
KOMMNbIOTEP MOTYT 3apa3unTb.

duwrHr nnn Kpaxa JIM4HbIX OaHHbIX

O6blYyHOM Kpaxken OeHer U AOKYMEHTOB CEroAHS Y>Ke HUKOro He yAMBULLb, HO C
pas3BUTUEM NHTEPHET-TEXHOSOMMI 3MI0YMBbILLUNIEHHUKN NEPEMECTUIINCL B UHTEPHET, U
nNpoaosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA UKW (DULLKHT, rNaBHas uesb
KOTOPOro COCTOUT B NOSTy4EHUU KOH(OUAEHUManNbHbIX AaHHbIX Nofnb3oBaTesnien -
nornHoB 1 naponen. Ha aHrnunckom a3bike phishing untaetcs kak puwmnHr (ot fishing -
pblbHas noens, password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3rlOMaHa, To HeobxoamMmo 3abnokMpoBaTb €e U CoobLMTL agMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-canThbl, B TOM YUCIE, UHTEPHET-Mara3nHoB U
NMOUCKOBbIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3niomatoT, TO
3M10YMbILLMEHHMKIN NOofnyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NMPOGUIIIO B CETU, @ HE KO
BCEM;

4. Ecnu Tebs B3nomanu, To Heob6xoaMmo nNpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fo6aBneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebs B3nomanu U, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbiniaTbCsa Cnam M CCbINKM Ha (OULLNHIOBLIE CalThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;
6. OTKNOYKN coxpaHeHne napond B bpaysepe;

7. He oTKkpbiBan hansibl U gpyrne BroXeHUA B NUCbMax, AaXe eCrlv OHU NpULLv OT
TBOUX Apy3en. Jlyylle yTOYHN y HUX, OTNPaBNSAnn N oHn Tebe aTn dhansbl.

Lindposas penytaums

Lincpposas penytauus - 370 HeraTMBHasa Unu No3uTMBHaA MHopmaums B cetu o Tebe.
KomnpomeTupytowaa nHgpopmauus, pasmelleHHasi B UHTEPHETE, MOXET Cepbe3HbIM
obpa3oM 0TpasnTbCA Ha TBOEN pearnbHOW Xun3Hu. "Lindposas penytaums" - 3To TBOWM
UMUK, KOTOPbIN dopMUpyeTcsa n3 nHgopmauum o Tebe B UHTEPHETE.



TBOE MecTO XuTenbcTea, y4ebbl, TBOE (hrHaHCOBOE NONOXEHMEe, 0COBEHHOCTHU
Xapakrepa 1 pacckasbl 0 65IM3KNX - BCe 3TO HaKanMBaeTCs B CETU.

MHorve noapoCTKM NEerkoMbICNIEHHO OTHOCATCS K NyGrivkauumn nMyHon nHpopmauum B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUN. Thl Jaxe He CMOXelLlb AoragaTbCs
O TOM, 4YTO (poTorpadus, pasmeLleHHas 5 net Hasag, ctana NPUYMHON oTKasa NPUHATb
Tebs Ha paboTy.

KoMmeHTapuu, pasmelleHne TBoux poTorpadun n gpyrme 4encTtems MoryT He
NCYE3HYTb daxke nocne Toro, Kak Tbl UX yaanuib. Tbl HE 3HaeLlb, KTO COXpaHun aTy
MHdOpMauUUto, Nonarna nm oHa B NOMCKOBbIE CUCTEMbI U COXpaHuUnach nNu OHa, a
rmaBHoOE: YTO nogymatoT 0 Tebe okpyxatoLue nan, KoTopble HanayT U YyBUAAT 3TO.
HanTtn nHdopmaL Mo MHOro et CnycTs CMOXeT Ntobon - kak n3 obpbIX NOGYXAEHUI,
TaK U C HAMEPEHNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YroAaHO.

OcCHOBHble COBETLI NO 3aLMTE LNMPPOBON penyTaumnm:

1. Moayman, npexae 4em 4To-To NybrnmkoBaTb U Nnepegasath y cebsi B 6rore unu B
couunanbHOn CeTu;

2. B HacTpoKkax Npounsa yCTaHOBM OrpaHUYeHns Ha NPOCMOTP TBOEro npodunsa n ero
COOEPXMMOro, caenamn ero Tonbko "anga apysen”;

3. He pa3meLluan u He ykasbiBan MHGOPMaLMIO, KOTOpas MOXET KOro-nnmbo ockopbnaTb
nnm obwxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LIKONbHMKM - aKTUBHbIE MONb30BaTeny LMdpoBoro NpocTpaHcTaa.
OpHako garneko He BCe 3HalT, YTO MONb30BaHNEe MHOMMMK BO3MOXXHOCTAMU LIMADPOBOIo
Mupa TpebyeT cobnogeHnst NpaB Ha UHTENNEKTyanbHyt CO6CTBEHHOCTb.

TepMuH "nHTENNekTyanbHaa COOCTBEHHOCTL" OTHOCUTCS K pasfinyHbIM TBOPEHUSIM
4YeroBeYeCcKoro yma, HauymHasi C HoBbIX M30OpETEHNI N 3HAKOB, 0003HaYaLWMX
COBCTBEHHOCTb Ha NPOAYKTbI U YCIYrn, N 3aKaH4YMBasi KHUramu, gootorpagousmu,
KWHO(UIIbMaMK 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKMe npaBa - 9TO fnpaBa Ha MHTENNEKTyanbHyt COBCTBEHHOCTb Ha Npou3BeaeHs
HayKu, nuTepaTypbl 1 UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalOT B Ka4eCTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbI/TBOPYECKNA TPYA aBTOpa He ByaeT HanpacHbIM, JacT eMy
crnpaBeniMBble BO3MOXHOCTM 3apaboTaTth Ha pe3ynbTaTtax CBOEro Tpyaa, nonyyuntb
N3BECTHOCTb U Npu3HaHune. H1KkTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAUTb
ero npounseBeaeHne, pacnpoCcTpaHsTb, Ny6NMYHO AeMOHCTpMpOBaTh, NpoLaBaThb,
MMMOPTMPOBATh, NyckaTb B NPOKaT, NyBSIMYHO MCNONHATL, MOKa3bIBaTbL/UCMOMNHATL B
athupe unn pasmerLatb B VIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmmMHOro obecneyeHmst MOXeT NPUBECTU K MHOTUM
puUckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 40 6noKMpOBKM TBOErO YCTPOWUCTBA, rae
yCTaHOBIIEHA HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble U 6ecnnaTHble NPOrpaMmmbl, KOTOPbIE MOXHO HaUTN B CETWU.

O noptane

CeTeBUYOK.ph - TBOM rMaBHbIM COBETYMK B CETU. 34ECH Tbl MOXELLb Y3HATb O
6e30nacHOCTM B CETU NOHATHLIM M AOCTYMNHBIM A3bIKOM, @ NPU BO3HUKHOBEHUM



KPUTUYECKON CUTYaLmmn 06paTUTbCst 3@ COBETOM. A Takke NPUHSATb y4acTue B
KOHKypCax U cTaTb caMblM LUPOBbLIM rpaxaaHuHoMm!



